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INTRODUCTION

Your new Breach Solutions tool is an all-in-one cyber protection solution that equips
your business with expert-led training modules and other features designed to
enhance security awareness across your organization.

With Breach Solutions, you'’ll have access to a central admin dashboard, while your
employees will each have their own staff portals. This guide walks you through every
step to help you set up your account seamlessly.

Key Features

Training & Education

You can set up risk assessments for your team, with actions tailored to their needs
based on a quick cyber assessment. You'll also have the option to assign specific
courses with video content and quizzes for employees to complete. In addition,
they’ll have access to trends, developments, and educational resources to further
enhance their cybersecurity knowledge.

Phishing Simulation

Our phishing simulator helps maintain vigilance across your organization by allowing
you to schedule realistic phishing tests for employees. Choose from a variety of
phishing templates, set up campaigns, and track employee performance to identify
areas for improvement.

Policy Management

Easily create, distribute, edit, activate, and manage company policies within the
platform. Employees can access these policies anytime through their staff portal,
ensuring they stay informed and compliant.

Procedures

Gain access to a library of downloadable procedure templates covering key
compliance areas such as HIPAA, GDPR, and BCI. These resources help streamline
your organization’s cybersecurity and regulatory processes.
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SETTING UP YOUR ADMIN ACCOUNT

Registration

Accessing Breach Solutions is quick and simple. There are two available options
when registering your account for the first time:

Go to the main website URL https://coverys.breachsolutions.com/ and click “Don’t
have an account?” OR go directly to

https://coverys.breachsolutions.com/en _US/signup/license-code and enter the
license code 3oiusiflh2a1on9r8j0bgrmzz9hselep when prompted, then fill in your
user details.

Please Note:

This is for admin registrations only. Refer to page 33 for staff registration.
Each email address can only be used to create one account.

It is best to use a non-Gmail address to register. If you use a Gmail email
address for admin registration, you will be unable to complete whitelisting,
which means phishing simulation emails are likely to land in spam.

Screen 1. Embedded URL
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https://coverys.breachsolutions.com/
https://coverys.breachsolutions.com/en_US/signup/license-code

Registration

Create Your Administrative User

First Name

Last Name
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s 9000 Phone Number
cs 9@ -
Y 1 I HUS = 5556556555
se0 000
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Email

COVERYS O e
Password

® Uppercase ® 15 Characters ® Numbers ® Lowercase

# Special Characters

- “

Copyright & 2025 Goverys Breach Solutions.

Screen 2. Manual License Code

Registration

Enter License Code

License Code

Already have an account?

Copyright © 2025 Coverys Breach Solutions.
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Setting Up Your New Account

Activating Your Account

Once you’ve registered, you'll receive an activation email.
Simply click the link in the email to verify your account and access the
welcome screen.

e From there, click the “Start” button and follow the on-screen steps to set
up your account.

Setting Up Your Team
At this stage, you'’ll have the option to:

Add a list of staff email addresses via .CSV file.

Assign an additional administrative user to help manage the portal.

Have additional admin users who will have the same admin privileges as the
account owner, except they won’t be able to manage user permissions.

If you'd prefer to do this later, you can skip these steps for now. You can always add
staff emails or assign extra admin users at any time through the portal.

1 Add Staff Emails Add additional staff email addresses to send training material
and simulated phishing emails to. Ensure you've whitelisted our
Add email addresses of staff members to send systems to ensue the phishing emails reach your users. For
training guides and simulated phishing emails more information on whitelisting, click here.
to.
UPLOAD .CSV

Staff Email (maximum 100)

£ SKIP
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Setting Up IP Whitelisting

What is whitelisting?

To ensure the phishing simulator works effectively, you'll need to whitelist our IP
address and domains. This allows simulated phishing emails to be delivered to your
staff's inboxes instead of being filtered into spam.

Whitelisting simply tells your email server that our sending domain is safe, ensuring
our phishing templates are delivered directly to your company’s inbox. Additionally,

browser whitelisting may be required to ensure that when staff click on phishing test
emails, they are directed to the correct landing pages without being blocked.

We’'ve included links to our step-by-step guides below. You can pass this information
to your IT team, or if you use a managed services provider, they can set this up for
you or assist with the process.

If this step isn’t completed, your team may not receive the phishing test emails,
reducing the effectiveness of the training.

Whitelisting Guides for Email

e Google Workspace

e Microsoft Exchange 2013 and 2016

e Office 365 (IP)

e Office 365 (Domain)

o Gmail

e Whitelisting by Email Header

e Exchange Server 2019

Whitelisting Guides for Web Browser

e Google Safe Browsing (Chrome)
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https://dynarisk.freshdesk.com/en/support/solutions/articles/36000556724-whitelisting-in-google-workspace
https://dynarisk.freshdesk.com/en/support/solutions/articles/36000556725-whitelisting-ip-addresses-in-exchange-2013-and-2016
https://dynarisk.freshdesk.com/en/support/solutions/articles/36000556726-whitelisting-ip-addresses-in-office-365
https://dynarisk.freshdesk.com/en/support/solutions/articles/36000556726-whitelisting-ip-addresses-in-office-365
https://dynarisk.freshdesk.com/en/support/solutions/articles/36000556730-how-to-whitelist-a-phishing-simulation-domain-in-office-365
https://dynarisk.freshdesk.com/en/support/solutions/articles/36000556727-whitelisting-phishing-simulator-s-domain-in-gmail
https://dynarisk.freshdesk.com/en/support/solutions/articles/36000259215-whitelisting-by-email-header
https://dynarisk.freshdesk.com/en/support/solutions/articles/36000556732-how-to-whitelist-an-ip-address-in-exchange-server-2019
https://dynarisk.freshdesk.com/en/support/solutions/articles/36000556728-whitelisting-google-safebrowsing-whitelist-in-chrome

e Microsoft Edge
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https://dynarisk.freshdesk.com/en/support/solutions/articles/36000556729-whitelisting-phishing-simulator-on-microsoft-edge

USING YOUR NEW DASHBOARD

Dashboard Overview

Welcome to your new dashboard! From here, you can access all the different
modules by clicking on the squares. You can also navigate through them using the
left-hand navigation bar.

Dashboard

CO.VE R;YS B g B

Dashboard

Compal

Admin
Training

Profile

Suppor

aining Courses 1staff registered

Policies
Risk Assessment Phishing 30 policies
2registrations sent 0 learners added 0 policies approved
1 staff registered 0 emails delivered 0 policies awaiting review

30 recommended policies

=

Trends & Developments
Oviews
0 completed

Training Courses Healthcare Procedures

87 healthcare procedures
0 courses completed

ny Report

Set-up &
g Guide

rt

& Logout

Simply hover over the module you want to access, and you'll be taken to the main
module screen. This dashboard view also provides a quick glance at overall
progress and key statistics within each module.

Adding Staff Emails

You can add staff email addresses to the system at any time. These email
addresses will receive invitations for staff risk assessments/staff portal activation and
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will receive phishing simulations. However, for employees to receive risk
assessments or phishing, these modules must first be activated.

Once risk assessments or phishing is activated by the admin user, new email
addresses will automatically receive their risk assessment invitations or future
phishing campaigns once added to the system.

You can add new staff members by either typing in their email individually or by
uploading a .CSV (comma-separated values) file.

To upload your emails, please ensure they are in the correct format as shown below.
The easiest way to do this is to open an Excel file, enter your emails, and then save
itas a CSV.

File Home |Insert Pagelayout Formulas Data Review View Help

on —
4 Cut Calibri Y AR E=E= 25, Wrap Text General ~
I;‘a.ste [ECUW i B I U O A it | e [s) «0 .00
v | - e - v e e e L e = M ~ =~ B .
v <& rormat Painter = = e = = = = 2= | 2 Merge & Center B~ %9 %0
Clipboard ] Font N Alignment 5 Number &
F15 - Jx
A B G D E F G H I J K

emaill@domain.com
email2@domain.com
_email.%@dcmain.com
emaild@domain.com

[V I - PV S

emailS@domain.com

Once you have formatted your file correctly, head to “Manage Staff” on the
navigation bar on the left.
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Manage Staff
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Risk Assessment

- ' < com
Policies

Healtheare Procedures
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Trends &
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Training Guide
Profile
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Logout
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Phishing VIEW

Risk Assessment view

Then, click “Add Staff Emails” and upload your file, or type in the email.

Add Staff Emails

Add additional staff email addresses to send training material
and simulated phishing emails to. Ensure you've whitelisted our
systems to ensue the phishing emails reach your users. For more
information on whitelisting, click here.

UPLOAD .CSV/

Staff Email (maximum 100)

/ADD STAFF EMAII

Initiating Risk Assessments
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Risk Assessment

1 Qverview

ParT—

Staff will be sent an email invitation

Once you've added your staff email addresses to the account, you can initiate risk
assessments for your team. Simply click on the “Risk Assessment” tab and then the
“Start” button to follow the guided steps.

This activation will send an email to each staff member, inviting them to set up their
accounts. We recommend notifying your team via email in advance, so they know to
expect the message and don't mistake it for spam.

Any new staff members added to the system after risk assessments have
commenced will automatically receive emails prompting them to activate their
accounts and complete the risk assessment.

Monitoring Risk Assessments

Once the risk assessments have been activated, you can monitor the progress of
employees at any time by visiting the “Risk Assessment” module. The module will
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give you an overview of how each employee is progressing with their assessments
and action plan.

Risk Assessment

staff o Cybersacurity Score Given Completed Complete
- s com 799 0 0 0%

B  Dashboard

AssETS
- in @dynarisk com 844 4 0 0%

&  Manage Staff
-1 @cynarisk com 650 6 0 0%

O
Risk Assessment

Phishing

m & @B 3

Policies

The score provides a quick overview of how cyber-safe an employee is, based on
their risk assessment and training action plan. This reflects their cybersecurity score
in their staff portal. You can also view the number of actions assigned to the
employee, how many they have completed, and their completion rate.

For an overview of all actions that have been generated by the initial assessment,
you can click on “Overview.” This is a good way to gauge the common issues your
employees are facing regarding their cyber knowledge or current practices.

Overview
COVE RYS Create Complex Passwords medium 2 0 0%
B Dashboard

Create Unique Passwords medium 2 0 0%
AsseTs
2 Manage Staff
TRAINI
& overview Dispose of physical documents securely high 2 0 0%
B Risk A t
& Phishing

Enable Privacy Settings Instagram low 1 0 0%

Phishing Simulation
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The phishing simulator is an excellent tool for enhancing your staff's vigilance regarding
email security. It encourages employees to adopt a mindset of analyzing emails before
taking any action.

Our simulator offers a variety of templates that you can schedule for regular
distribution to your team. These realistic-looking emails are designed to help
employees identify the signs of phishing attempts. In the event that someone
accidentally clicks on a link or submits information, they will eventually be redirected to
a landing page that alerts them.

Activating your phishing campaigns is simple. Just go to the “Phishing” tab and follow
the steps. You can select multiple templates, send yourself a test email, and choose
when you'd like the campaign to be sent.

It's important to ensure whitelisting has been completed so that you and your staff
receive these emails.

Set Up Phishing Campaign

Phishing campaigns help your team recognise and avoid real-world threats. By sending simulated phishing emails, you can
safely test awareness, identify vulnerabilities, and strengthen your organisation's cyber hygiene over time.

1 Choose Tem p|at95 [ selectan Template selected 0 /9
[ EBay: Check Out Today's Deals PREVIEW
[] Office 365: Please Reset Your Office 365 Password PREVIEW

Dropbox: Alex Shared "Get Started With Dropbox.Pdf"

O With You PREVIEW
[J Amazon: Join Amazon Household PREVIEW
] Google PREVIEW
[J Google Drive PREVIEW

Tracking Phishing
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Once phishing has been activated, you can head back to the “Phishing” tab to monitor
the progress of employees at any point.

Phishing

Overview  Settings

CoveRYs

Template Clicked Phished Scheduled for

8 Dashboard

eBay: Check out today's deals 0 0 Sep 10, 2025 - Sep 17, 2025 MORE INFO

If you click on “More Info,” you will see the details of which employees have
accidentally interacted with the phishing template. "Clicked" indicates that an
employee has clicked any link in the email, while "Phished" means they have submitted
information that was captured on the associated landing page.

eBay: Check out today's deals

staft Deliverad Clicksd Phishad Scheduled for Last sent

COVERYS

Amending Phishing Campaigns

If you need to reschedule or cancel a phishing campaign, simply click on the “Settings”
tab in the main “Phishing” overview.
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Phishing

Overview  Settings

COVERYS Reschedule Campaign

@® Youmust have scheduled at least three phishing campaigns to reschedule.
& Dashboard

Assers Pitch the date to start your campaign Select the interval between phishing emails

March 2026

s M T w T F s

@ Healthcare Procedures

, Trends&

\
© Training Courses
E

To keep the campaign realistic and effective, it arrive at the exact same time for every staff member.

Theyl b your che dence - within a natural,

o Admin Set-up&
#J Training Guide
profile CANCEL CAMPAIGN

Support

P D »

Logout

You can then reschedule your campaign by selecting a new date and hitting reschedule,
or you can cancel the campaign altogether.

Please note that you must have at least three phishing campaigns scheduled for future
dates in order for you to be able to reschedule your campaigns.

Managing Policies

Managing policies is straightforward and effortless with Breach Solutions. Simply
navigate to the “Policies” tab to explore a variety of preloaded policy templates that
you can edit or create your own. Please note that these are template documents. We
recommend that you consult with legal counsel prior to implementing.

Claims handling and breach response services are provided by Beazley USA Services, a member of Beazley Group. Beazley USA Services
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Policies  # pocuments

COVERYS i

B Dasnboard i © Test
@ Anti-Virus Policy
@ Asset Management Policy
o @ Preventive Action Procedure
@ Business Continuity Management Policy

@ Cloud Data Security Policy

@ Corrective Action Procedure

@ Data Encryption Policy

@ Data Retention Policy

Policy Status

Racommanded

Pacommandad

PRacommendsd

Recommandad

PRacommandad

Facommandad

FRacommandsd

Recommandsd

The tab will display all policies, allowing you to easily identify which ones are
currently active (In Effect) and visible to employees in their staff portal. You can
download, disable, or remove a policy at any time using the icons provided under the
“Actions” column.

Policies  stDocuments ( +  NewcusTOM PoLCY

We've provided a set of ready-made policy templates that you can customise to suft your organisation, oryou can create your own from scratch

To review and activate a policy; &

No Policy Policy Status Actions

1 @®© Test Policy [(in Effect | ® QQ @

Activating/Creating Policies

To modify an existing template, simply click on it to access the editing screen, then
select the "Edit" option located at the bottom of the screen. Or if you want to create a
new policy, press “New Custom Policy” on the main screen.

(N +  NEW CUSTOM POLICY

Claims handling and breach response services are provided by Beazley USA Services, a member of Beazley Group. Beazley USA Services
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< Anti-Virus Policy

Anti-Virus Policy
COVERYS

1. Purpose

R The purpose of this Anti-Virus Policy is to protect the integrity, confidentiality, and availability of Company’s data and computing resources. This policy outlines the minimum requirements for deploying, maintaining, and updating anti-virus
software on all Company-owned or controlled computing devices and systems to mitigate the risks of malware and other malicious software attacks.
hsseTs
2. Scope
2  Manage Staff
This policy applies to:
a. All employees, contractors, vendors, or any individual who has access to Company-owned or managed computing devices.
b. All computing devices, including but not limited to desktops, laptops, servers, virtual machines, and mobile devices that access or store Company data.
¢. All Company network segments and systems where anti-virus protection can feasibly be implemented.

TRAINING

& Overview

B  Risk Assessment
3. Policy
@ Phishing 3.1 Anti-Virus Software Installation
o Eepes 2. All Company-owned computing devices must have Company-approved anti-virus software installed.
b. Anti-virus software must be installed and configured to provide real-time protection against viruses, malware, spyware, and other malicious software.
B CelemEEs . Only IT-approved anti-virus software is permitted. Personal anti-virus software installations on Company devices are strictly prohibited.
©  Training Courses 32 Regular Updates . )
a. Anti-virus software and virus definitions must be updated automatically, at least once per day. IT administrators must monitor that updates are occurring as scheduled.
rends & b. System administrators must ensure all patches and updates to the anti-virus software itself are applied as soon as they are available and deemed stable.

Devel te
SRS 3.3 Regular Scans

REPORTING a. All computing devices must be configured to perform automatic, scheduled scans at least once a week.
b. Users are encouraged to initiate manual scans if they suspect a potential malware infection.
. Full-system scans should be conducted on a bi-monthly basis or after any significant software or hardware change

oz}

Company Report

3.4 User Responsibilities
g Admin Setup & 2. Users must not disable or tamper with the anti-virus software for any reason.
&) Training Guide

Profile

6 Support

Do

You will arrive at the editing screen, where you can make any necessary changes and
include details such as who approved the policy and the date of approval.

iy

v B I U 5 © > E AV v -|15|+

8. Legal Hold

In the event of litigation, investigation, or audit, certain data may be placed on “legal hold,” suspending its scheduled del The Compliance Team will coordinate
with Data Owners to ensure that relevant data is retained until the legal hold is lifted

9. Policy Review and Updates

This policy will be reviewed annually or as required due to regulatory changes to ensure its continued relevance and effectiveness. Any changes to the policy will be
communicated to all relevant stakeholders

10. Compliance and Violations

Failure to adhere to this policy may result in disciplinary actions, up to and including termination, All employees are expected to understand and follow this policy as
part of their data-handling responsibilities.

11. Exceptions

Any exceptions to this policy must be approved in writing by the Compliance Team and documented, including the justification and duration of the exception.

Effarviva Mara 18 13 3024

Publishing Policies

After making your amends or creating your policy, hit the “Save Draft” button at the top
right of the screen.

Claims handling and breach response services are provided by Beazley USA Services, a member of Beazley Group. Beazley USA Services
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Anti-Virus Policy

SNoma v B I U 5 0w = === Avav -+ ®
Anti-Virus Policy azaaaaaad
@ Dashboard 1. Purpose
ASSETS The purpose of this Anti-Virus Policy is to protect the integrity, confidentiality, and availability of Company’s data and computing resources. This policy outlines the minimum requirements for deploying, maintaining, and updating anti-virus

software on all Company-owned or controlled computing devices and systems to mitigate the risks of malware and other malicious software attacks.

nage Staff
2. Scope

This policy applies to:

2. All employees, contractors, vendors, or any individual who has access to Company-owned or managed computing devices.

b. All computing devices, including but not limited to desktops, laptops, servers, virtual machines, and mobile devices that access or store Company data,
¢ All Company network segments and systems where anti-virus protection can feasibly be implemented

3. Policy

3.1 Anti-Virus Software Installation

Once you’ve saved a draft, you can “Approve” the policy, or if you need to make further
changes, just hit “Save Changes” each time.

- . 7
Anti-Virus Policy SAVE GHANGES

Once your policy is approved, you’ll be able to see that this is “In Effect” in the main
overview, which means employees will now be able to access this policy in their staff
portal. As soon as new policies are added and approved, or changes are made and
approved, employees will be emailed a notification.

Please be aware that the policy templates are a standardized collection located within
the admin portal. These items serve as template documents, so we advise consulting
with legal counsel before implementation.

Healthcare Procedures

Our healthcare procedures tab provides admin users with easy access to a variety of
procedure templates for download. Just browse the available templates, select one,
and click the download icon next to the desired item.

Claims handling and breach response services are provided by Beazley USA Services, a member of Beazley Group. Beazley USA Services
does not underwrite insurance for Medical Professional Mutual Insurance Company, ProSelect Insurance Company, Coverys Specialty
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To find a specific procedure, you can utilize the search bar located at the top right of the
screen.

Healthcare Procedures

0.
e,
COVE RYS Title Description
Checklist of terms for business associate agreement (BAA) Checklist of terms for a business associate agreement.
B  Dashboard
ssETs
Healthcare website privacy policy Healthcare website privacy policy
& Manage Staff
TRAINING
Healthcare website terms and conditions Healthcare website terms and conditions
& Overview
B  Risk Assessment
HIPAA Business associate agreement (BAA) Sample business associate agreement (BAA)
& Phishing
=Y
B Policies HIPAA privacy policies and procedures Set of policies to assist in complying with the HIPAA Privacy Rule
[§ Healthcare Procedures
© Training Courses HIPAA security policies and procedures Set of policies to assist in complying with the HIPAA Security Rule

Please be aware that the procedure templates are a standardized collection located
within the admin portal and are not editable. These items also serve as template
documents, so we advise consulting with legal counsel before implementation.

Furthermore, these templates are not accessible to staff members in their staff portal.

Training Courses Overview

Our training courses aim to enhance employee development by providing specialized
courses that build upon their risk assessment training. These courses address essential
and comprehensive subjects using videos and quizzes. You can explore the range of
available training courses and activate them for your team. The system will
automatically send emails to the staff members once assigned, informing them of their
assigned training courses using the email addresses already in the system. Employees
will then be able to access the training course in their staff portals.
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COVERYS
& Dashboard

2 Manage Staff

TRAINING

&  Overview

B  Risk Assessment

&  Phishing

B Policies

@ Healthcare Procedures
© Training Courses

Trends &
Developments

]
REPORTING
[E Company Report

Admin Set-up &
Training Guide

e

Profile

Do

63 Support

& Logout

Training Courses

Filters

CATEGORY

Al -

Compliance (_ Beginner )

Understanding HIPAA
This course offers a simple introduction to
HIPAA and protecting patient health

information. You'll learn about the Privacy
and Security Rules

® Videos 5 2% Quiz1 @ 40m

DIFFiCULTY

Al -

Cyber Threats

]

Working Remotely

This course provides essential guidance
on how to stay secure while working
remotely. Learn about common
cybersecurity risks, best practices for
securing your home workspace, and how
to protect sensitive data both at home and
in public spaces.

x Video1 2% Quiz1 ) 20m

—am—

("Beginner )

DURATION

N

e

N

B

( Beginner )

\

Cyber Threats

Phishing

This course is an introduction to phishing,
one of the most common methods used
by hackers to conduct attacks. Learn
about how to spot phishing and what
simple steps you can take to prevent your
risk.

0 Video1 25 Quiz1 20m

Assigning Training Courses

To assign a training course to employees, you first need to access the training course
dashboard and choose the specific course you wish to assign.

COVERYS

@ Dashboard

AsseTs

W

Manage Staff

TRAINING

& Overview

E  Risk Assessment

& Phishing

B Policies

[ Healthcare Procedures

© Training Courses

© Training Courses / Two-Factor Authentication (2FA)

Two-Factor Authentication (2FA)

Overview Statistics

In this training course, you will watch an easy-to-understand explainer video that covers the key compenents of 2FA. You will learn what
2FAis, how to use it, and why it's important. After watching the video, you will need to take a quiz to reinforce your learning. We
recommend pausing the video to take notes on important points.

Compliance

0 Video 22 Quiz1 @ 20m

Beginner )

Settings

Once you've clicked into a course, you'll be able to view all of the content, including the
videos and quizzes. The quiz questions are prepopulated in the admin portal, allowing
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admin users to see the correct answers. Please note that the content of these courses
cannot be amended.

Next, head to the “Settings” tab at the top right of the screen on the training course you
want to assign.

Overview Statistics Settings

T Training Courses / Two-Factor Authentication (2FA)

Two-Factor Authentication (2FA)

In this training course, you will watch an easy-to-understand explainer video that covers the key components of 2FA. You will learn what
2FA is, how to use it, and why it's important. After watching the video, you will need to take a quiz to reinforce your learning. We
recommend pausing the video to take notes on important peints.

Compliance | Beginner )

0 Video1 8% Quiz1 @ 20m
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Notification
Users will receive an email notifying them that their training
course has started with the link to login and complete the

course. The following template is what will be sent to them
which can be customized.

Your training course - Two-Factor Authentication (2FA) - hes startad

We take cybersecurity and deta protection sariously, this is

why wa ara ansuring

all staff members havea 8 base leval of cybersacurity awarenass training.

The following will be appended to the end of the email:
“Plzase ensure you complate the course by Wed, Sep 17, 2025."

Start Date
09M0/2026 i}

Days to complete
Please select the timeframe for this course. This determines how
long staff members will have to complete the course after

activation. Once the timeframe expires, staff members who
haven't completed the course will no longer be able to access it.

‘ T DAYS ‘ 30 DAYS CUSTOM

SAVE SETTINGS AND SETUP COURSE

In the settings, scroll down to fill in the necessary details for assigning the course. Here,
you can choose the start date, specify the number of days the user has to complete the
course, and enter a message that will be emailed to staff members to notify them of the
new course assignment.
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Please allow 10 minutes for the training course to activate. Please note, before a future
training course begins, the admin user will be able to amend the course settings.
However, once this is active, settings cannot be changed.

Monitoring Training Courses

Once your training courses are successfully activated, you will be able to see this in the
course settings.

You’ll be able to monitor the progress of employees at any stage by pressing the
“Statistics” tab in the course overview screen. If an employee fails the course, they will
need to retake it. They will be required to complete all of the video chapters again to be
able to retake the quiz. They will be able to begin rewatching the videos immediately,
however, they will only be able to reattempt the quiz after 16 hours following the first
quiz completion. The admin user will be able to view total attempts and quiz results in
the “Statistics” screen. Admin users can also download statistics if required.

T Training Courses { Warking Remotely

Working Remotely

In this training course, you will watch a short and informative video explaining the key security risks of remote work and how to protect
yourself fram cyber threats. You'll then complete a quick quiz to reinforce your learning and ensure you understand the best practices for

working securely from home and public spaces.

Cyber Threats

Cn Video1 = Quiz1 ) 20m

G DOWNLOAD STATISTICS

charley@test.com

Email Lessons Status Attempts Quiz Results Deadline
[ Erreeree 0 0/0 Feb 26, 2026
-staﬁl@dynaﬁsk.com 0% 0 115 Feb 28, 2025
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Trends & Developments

The “Trends & Developments” tab provides your employees with a continuously
updated library of cybersecurity content and insights to enhance their knowledge. This
section serves as a valuable learning hub, from guides and best practices to the latest
trends and developments in the cybersecurity landscape. It complements their action
plans (generated by the initial risk assessment) and training courses, offering extra
materials to help them stay informed and proactive against cyber threats.

Trends & Developments

C OVE RY S Article Name Category
Should You Pay a Ransom? Cyber Threats
B  Dashboard
AR Cyber Threat Alert: Fortinet Devices Targeted by Belsen Group Trends & insights
£  Manage Staff
TRAINING,
Al's Impact On The Cyber Threat Landscape Trends & insights
P i P 9
2 Overview
B Risk Assessment
How Hackers Are Searching Info Stealer Logs Trends & insights
& Phishing
3 e NHS-Related Cyber Attack - Could It Have Been Prevented? Trends & insights
@ Healthcare Procedures
© Training Courses Safe Use of Cloud Services Securing technology
Trends &
Developments
Physical Security in the Office Securing technology

REPORTING.

Please be aware that these resources are not set by the admin, and articles cannot be
edited.

Company Report

The Company Report provides a quick and easy way to generate a downloadable
overview of employee engagement across the platform.

Simply select the report to download year-to-date statistics or apply a custom date
range to view performance for a specific period in time.
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Company Report

Generate a summary of your users' progress in training
modules. By default, the report covers all time unless you
specify a date range.

+ ADD DATE RANGE

DOWNLOAD REPORT

Company Report

Generate a summary of your users’ progress in training
modules. By default, the report covers all time unless you
specify a date range.

— REMOVE DATE RANGE

B - © i)

DOWNLOAD REPORT

This report offers a holistic view of engagement across your organisation, helping you
understand how employees are interacting with the system and progressing with their
assigned activities.

Admin Set-Up & Training Guide

The Admin Set-Up & Training Guide is a conveniently accessible version of this manual,
hosted directly within the portal for easy reference at any time.
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Admin Set-up & Training Guide « < 148 Q 100% @

e Breach Solutions

£ Manage Staff

O Set-up & Training manual

Company Report

f Adminsetupa
#J Training Guide

2 Pprofile
@ Suppart
&  Logout

« ¢ [a]res Q 0% @

Changing Account Details

In the “Profile” tab, you can change details relating to your account. “Admin details”
enables you to change basic admin information. Please note that the account owner
has access to all settings in the tab. However, additional admin users will not be able to
access the “Add Administrator” tab. The add administrator tab allows you to upgrade
staff access to admin access, but the simplest way to add admin users is detailed on
the next page. We recommend using this method for ease.
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Profile

COVERYS
& Dashboard

nssers

8  Manage Staff

& Owenview

B  Risk Assessment

& Phishing

B Policies

[ Healthcare Procedures
© Training Courses

., Trendss
& pevelopments

REPORTING

B Company Report

o Admin Set-up &
8 Training Guide

5 Pprofile
@ support

&  Logout

Admin Details ~ Add Administrator ~ Password

First Name

Phone Number

SAVE CHANGES

If you wish to change your password, you can do so by hitting the “Password” tab.

Profile

Old Password

New Password

Admin Details ‘Add Administrator

Confirm New Password

Uppercase

15 Characters = Numbers = Lowercase

Special Characters

Adding New Admin Users

Password

To give new users admin access, simply head to the “Manage Staff” section and press

“Add Administrator.”
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Add Administrator

The user will then receive an email notification to alert them that they have been
granted admin permissions. If they already have an existing account, they can use their
staff account credentials to log in to the admin view. If they are not an existing user,
they will need to set up an account.

Please note that only the account owner is able to manage these settings.

Accessing Support

You can access support via the “Support” tab in the admin portal. You can search for
FAQs or select the option to contact the support team.
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Dashboard

sese.

COVE.R.YS @ g

Support from 9am to

@ Dashboard E
ashboar Risk Assessment Phishing 5'30pm EST
fe=E 3 registrations sent 3learners added (866) 944 4617
o MEREESE 3 staff registered 0 emails delivered
TRAINING Got questions?
& Gy Search for help E

B  Risk Assessment

Suggested articles
@ Phishing N
[0 How can | train my team?
@ Policies

[} Healthcare Procedures Training Courses [ What is a Cyber Security Score and how is it

Healthcare Procedures calculated?
© Training Courses 6 staff registered

87 healthcare procedures
0 courses completed

gm Irends& (0 How to Whitelist an IP Address in Exchange
L] Developments Server 2019
REPORTING.
B Company Report
o Admin Set-up & Contact Support >
8 Training Guide
&  Profile
by Freshworks

& Logout

To view the full library of FAQs, click on a suggested article, and press the icon to the
right of the article title (circled).
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Dashboard

Risk Assessment

3registrations sent
3 staff registered

151

Training Courses
6 staff registered
0 courses completed

Raising a Ticket

=

Phishing
3learners added
0 emails delivered

Healthcare Procedures
87 healthcare procedures

How can | train my team?@

Admins can assign training courses to staff
members, moniter their progress, and ensure
timely completion. Follow the steps below to add
staff, assign training courses, and configure
notifications.

Step 1: Add Staff Emails

1. Go to the Manage Staff section from the
left-hand menu.

2. Click the Add Staff Emails button in the
top-right comner.

® You can add staff members
individually by entering their email
addresses.

s Alternatively, use the bulk CSV
upload opticn te add multiple staff
members at once.

3. After adding, confirm that the new staff
members appear in the staff list.
N —

If needed, you can submit a support ticket to our team. Please include as much detail
as possible and attach screenshots to support your request. This will help our support
team resolve your issue more efficiently. Note that support hours are listed in the
portal, and our team will aim to contact you within an hour of you raising the ticket.

You can also contact the support team using the number 866.944.4617 during the
specified working hours, or by reaching out to them directly via email at

beazley@dynarisk.com.
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mailto:beazley@dynarisk.com

COVERYS

B8 Dashboard

ASSETS

£ Manage Staff

TRAINING

& Overview

B  Risk Assessment

& Phishing

B Policies

@ Healthcare Procedures

© Training Courses

g Trendsé
& Developments

REPORTING

Company Report

o

Admin Set-up &
Training Guide

e

Profile

o

63 Support

& Logout

Dashboard

@

Risk Assessment
3registrations sent
3 staff registered

151

Training Courses
6 staff registered
0 courses completed

Phishing
3 learners added
0 emails delivered

Healthcare Procedures
87 healthcare procedures

Contact Support

‘Your name

Your email address *

Subject

Description ™

L& Take screenshot
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SETTING UP STAFF ACCOUNTS

Activating a Staff Portal

Staff are given access to a separate staff portal, which hosts their risk assessments and
action plans, training courses, policies, and trends and developments. Once the admin
initiates risk assessments, staff members will receive an invitation to set up their
accounts. All staff whose email addresses are in the system at the time of initiation will
receive an invite, and any new staff added thereafter will automatically receive an
invitation upon being added to the system.

COVERYS

Cybersecurity Training
Hello,

Cybercrime is a major issue for our company that we take very seriously. We
all need to do our part to keep ourselves, our devices and our company safe
from cybercrime. The company is carrying out a training exercise to ensure

our workforce is trained to handle these threats.

Please activate your new Cybersecurity Training Portal to get started. It only
takes about 5 minutes to get vour personalized training plan.

beazley @dynarisk.com | (866) 944 4617
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Registration & Cybersecurity Risk Assessment

Once employees click the activation email, they will be directed to the staff portal,
where they’ll need to enter some basic details and complete a risk assessment. This
assessment isn’t a test but rather a way to identify knowledge gaps, allowing us to tailor
the action plan to their specific needs.

EXAMPLE STAFF ACCOUNT -~ LOGOUT

COVERYS

Welcome to your 1) Knowledge ment
cybersecurity training > Personalized Dashboar

> Personalized Dashboar
portal

We'll guide you through a simple 3 step process to
improve your cybersecurity knowledge and strengthen
your organization's security culture.

START

Staff Portal Main Dashboard
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Once the employee activates their account, they will arrive at the main dashboard.
Here, they can view their initial cybersecurity score along with a personalized cyber
action plan. The score provides insight into their risk level, while the action plan offers
bite-sized, step-by-step recommendations to help reduce that risk. This information is

generated based on their assessment input.

EXAMPLE STAFF ACCOUNT . LOG OUT

ccee. - Dashboard Wechesday 10 September 2025

You are at high risk of fraud, cyber crime and privacy breaches.

(@ Dashboard Your score improves every time you finish an action. Start completing actions and reduce

your risk!

[ ActionList o1t

e Your Cybersecurity Score

B Pol

Training Courses

What to do next VIEWALLACTIONS

EJ  Trends&

Developments

- -~ O
- -0
e I ®
e I ®
e I ®

&0  Contact Support

Once users complete an action, they can check it off, which will contribute to improving
their cybersecurity score. Admin users have the ability to view both cybersecurity
scores and training progress at any time through the admin dashboard.

Staff Policies

Staff can view active company policies set by the admin user under the “Policy” tab. If
an admin user adds a new policy or makes a change to an existing policy, staff

members will also be alerted via email.
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EXAMPLE STAFF ACCOUNT +  LOG OUT

Policies

COVERYS

Dashboard %

Action List 011 Test Policy

Palicies m

Training Courses

[«

™

m

g o

Trends &

Developments

=0 Contact Support

COVERYS

Hellofff).

We wanted to inform you that our policy, Anti-Virus Policy, has recently changed
Please take a moment to review the details by logging in to your dashboard

LOGIN

Stay secure.,

The Coverys Breach Solutions Team

beazley @dynarisk.com | (866) 944 4617

Staff Training Courses

Employees will have access to video training courses assigned by the admin user. They
will receive email notifications and can then access the designated courses in the

training tab.
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COVERYS

+ .
We take cybersecurity and data protection seriously,

this is why we are ensuring all staff members have a
base level of cybersecurity awareness training.

Please ensure you complete the course by
17-09-2025.

beazley @dynarisk.com Bo6) 944 4617

To access a course, employees can click on the “Training” tab and then click on the
course they wish to access. Employees will see the course information, such as how
many videos and quizzes are included, and an estimated duration of how long it takes
to complete the course if completed in one go. The (i) icon tells the employee how long
they have left until they reach the deadline set by the admin user to complete the
course.
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EXAMPLE STAFF ACCOUNT -~ LOGOUT

« Understanding HIPAA Understanding HIPAA

In this training course, you will need to watch our easy-to-understand learning videos that

0/6

cover each chapter of HIPAA, explaining all its key components. You will learn about the

meaning of HIPAA, its importance, and how it works. After completing the course, you will Chapter1
apter

need to take a quiz to reinforce your learning. We recommend pausing the videos to note key B

points. What is HIPAA?

2 Quizz1  (Z) 40m (i) Om remaining

o Video: 5

The employee can then work through the videos by clicking “Start Course” and then
clicking into each chapter, and they can then complete the quiz at the end of the
course.

Employees can work through the chapters at their own pace, logging in and out as
required, as their progress will be saved.

However, please note that the quiz must be completed in one session; if the browser is
interrupted or if the user logs out, the quiz will automatically restart.

Completing a Training Course

Once an employee has worked through the video chapter, they will be able to press
“Complete video.” Once all video chapters have been completed, they will need to take
a final quiz. The employee must score 80% or above to pass the course.
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< Understanding HIPAA

Final Quiz

10f15

Which of the following is considered
Information (PHI)?

(O A patient's name and diagnosis
Great work, you've passed this course!
(O A patient's favorite color ¥ou can now complate the coure and dewnéasd your centihcata.

(O The address of a hospital DOWNLOAD CERTIFICATE

(O Adoctor's phone number

Dibyma-

Certificate of Complation

Get your PDF Certificate

DOWNLOAD CERTIFICATE

Upon completion, the employee can download a pass certificate. If an employee fails
the course, they will need to retake it. They will be required to complete all of the video
chapters again to be able to retake the quiz. They will be able to begin rewatching the
videos immediately, however, they will only be able to reattempt the quiz after 16 hours
following the first quiz completion.
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Trends & Developments

Employees have the ability to explore a comprehensive library of cyber trends,
developments, and insights, allowing them to view content across various categories.
This library is automatically populated by the service provider, as per the admin portal
and is not editable.

EXAMPLE STAFF ACCOUNT . LOG OUT

Trends & Developments

COVERYS

ALL CYBER THREATS TRENDS & INSIGHTS SECURING TECHNOLOGY COMPLIANCE

(®)  Dashboard '
[¥  ActionList 0ft [
[@  Policies
T Treining Gourses
Cyber Threats Not started Trends & insights Not started
Trends & .
= Devel " Should You Pay a Ransom? Al's Impact On The Cyber Black Friday or Black Fraud
evelopments
Imagine this: your business is paralyzed. A Threat Landscape Day?
=0 Gontact Support ransomware attack has locked you out of There's no denying that artificial intelligence Once a US shopping tradition, Black Friday
your systems, and the hackers are (Al) has significantly impacted the world, has become a global retail event, marking a
demanding payment. and the cybersecurity landscape is certainly key date in calendars for consumers and
no exception. retailers alike.
Last update: June 25, 2025 Last update: Fobruary 20, 2025 Last update: January 21, 2025

?‘:”.‘

Accessing Support

Employees can access support at any time by heading to the support tab. They can then
either raise a support ticket or call the support helpline using the contact details shown
in the portal. Our team will aim to respond to tickets within an hour of submission,
within the specified support hours displayed.
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Insurance Company, Nevada Mutual Insurance Company, or Coverys Risk Retention Group, Inc. Policies purchased through Coverys are
subject to Coverys' underwriting processes. Coverys_0426
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EXAMPLE STAFF ACCOUNT «  LOG OUT

Contact Support

Example Staff Account ﬂ
- -5 cyrarisk.com o]
(8 Dashboard
- Call us
[¥  ActionList on “1Us v |
Monday to Friday
[E Policies
Working hours

9am - 530pm EST

@

Training Courses
(866) 944 4617

Trends &

Developments

ﬁO

Contact Support

Get started today!

Should you require any additional help, please utilize the support features available in
either the admin portal or the staff portal and contact our support team.

Access support via the “Support” tab in the admin portal. You can search for FAQs or
select the option to contact the support team.

Claims handling and breach response services are provided by Beazley USA Services, a member of Beazley Group. Beazley USA Services
does not underwrite insurance for Medical Professional Mutual Insurance Company, ProSelect Insurance Company, Coverys Specialty
Insurance Company, Nevada Mutual Insurance Company, or Coverys Risk Retention Group, Inc. Policies purchased through Coverys are
subject to Coverys' underwriting processes. Coverys_0426
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